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3. 实现了一个 Pocket PC 移动设备嵌入式平台上的大整数运算接口； 





























With the development of computer and communication science, the more complicated 
technology came with the more multiform communication. The ultimate destionation 
is making people to be able to transfer information any where at any time. However, 
while people were enjoying the convenience and flexibility of the smart mobile 
devices and wireless network, they were facing all kinds of security risks which came 
from the shortage of the wireless network and smart mobile devices. The identity 
authentication which is the first barrier of wireless communication and application is 
the most important line of defense in the wireless security area. Only the user who had 
passed through the identity authentication could benefit from the application services 
under the scope of the system authorization.  
Firstly, this paper introduced various identity authtication technologies and the 
identity based digital signature. Then it illuminated the security infrastructure of 
802.11 wireless network and Bluetooth technology. According to the security 
properties and limitation of the smart mobile devices and wireless network, this paper 
concentrated and completed the following works: 
1. Based on the challenge-response mode, applied the digitial signature on the 
identity authencation between the smart mobile devices; 
2. Applied the identity based digital signature on the two-way identity 
authencation among the server and smart mobile devices; 
3. Implemented the computation application program interface of big integer on 
embed system; 
4. Reinforced the security of 802.11 WLAN and Bluetooth, through the identity 
authentication on application level. 
 
 


























目  录 
第一章 前言 ..............................................................................................1 
1.1 课题研究背景 .....................................................................................................1 
1.2 无线网络的安全特点 .........................................................................................1 
1.3 移动设备的安全特点 .........................................................................................2 
1.4 无线通信的安全需求 .........................................................................................2 
1.5 研究内容及论文组织 .........................................................................................3 
第二章 身份认证和数字签名技术 ..........................................................5 
2.1 身份认证技术 .....................................................................................................5 
2.1.1 身份认证的理论要素....................................................................................5 







2.2.7 基于 PKI 的身份认证 ................................................................................12 
2.2.8 IBE 身份认证 ..............................................................................................12 
2.2.9 生物特征识别技术.....................................................................................12 
2.2.10 多种认证技术相结合...............................................................................13 
2.3 数字签名技术 ...................................................................................................14 
2.3.1 数字签名定义.............................................................................................15 
2.3.2 数字签名的安全性特性.............................................................................16 




2.6 新型基于身份数字签名 ...................................................................................18 
2.6.1 新型数字签名的定义.................................................................................18 
第三章 无线网络安全和认证技术 ........................................................21 
3.1 802.11 无线局域网 ............................................................................................21 
3.2 802.11 无线局域网认证机制 ............................................................................22 
3.2.1 开放系统认证.............................................................................................22 
3.2.2 共享密钥认证.............................................................................................22 
3.2.3 基于 SSID 的认证 ......................................................................................23 
3.2.4 基于 MAC 地址的认证 .............................................................................23 














3.3.1 WEP 的数据结构 ........................................................................................24 
3.3.2 WEP 的加解密过程 ....................................................................................25 
3.3.3 WEP 数据加密的缺陷 ................................................................................27 
3.4 蓝牙通信安全 ...................................................................................................30 
3.4.1 蓝牙概述.....................................................................................................30 
3.4.2 蓝牙的特点.................................................................................................31 
3.5 蓝牙协议栈 .......................................................................................................31 
3.5.1 蓝牙核心协议.............................................................................................33 
3.5.2 蓝牙应用协议.............................................................................................35 
3.6 蓝牙网络的安全威胁 .......................................................................................38 
3.6.1 蓝牙的安全模式.........................................................................................39 
3.6.2 对蓝牙网络的攻击.....................................................................................39 
第四章 基于身份的数字签名通信认证的算法 ....................................41 











4.3.2 Blum 整数....................................................................................................46 
4.3.3 勒让得-雅可比符号 ...................................................................................48 
4.3.4 基于身份密钥的实现算法.........................................................................50 
4.4 签名计算的优化 ...............................................................................................52 
4.5 哈希算法 ...........................................................................................................53 
第五章 M2M 基于身份的数字签名通信认证应用系统 .....................57 
5.1 系统设计目标 ...................................................................................................57 
5.2 智能移动设备客户端 .......................................................................................57 
5.3 无线通信技术 ...................................................................................................58 
5.3.1 802.11b 无线网络....................................................................................58 
5.3.2 蓝牙协议栈开发包.....................................................................................59 
5.4 基于身份数字签名通信认证框架...................................................................60 
5.5 SA 服务器 ..........................................................................................................61 
5.5.1 SA 服务器初始化与设置 ...........................................................................61 
5.5.2 用户密钥管理.............................................................................................62 

















5.7 认证时间和通信效率 .......................................................................................68 
5.7.1 签名的长度.................................................................................................68 
5.7.2 认证过程时间.............................................................................................68 






























Chapter 1 Introduce .................................................................................1 
1.1 Background.........................................................................................................1 
1.2 The security properties of wireless network ....................................................1 
1.3 The security properties of mobile devices ........................................................2 
1.4 The security requirement of mobile communication ......................................2 
1.5 Research contents and framework of the paper..............................................3 
Chapter 2 Identity authentication and digital signature ......................5 
2.1 Identity authentication.......................................................................................5 
2.1.1 The primitive factors of identity authentication.............................................5 
2.2 Identity authentication technologies.................................................................6 
2.2.1 Simple password ............................................................................................6 
2.2.2 One time password.........................................................................................8 
2.2.3 Dynamic password.........................................................................................9 
2.2.4 Smartcard .....................................................................................................10 
2.2.5 Two factors...................................................................................................11 
2.2.6 Authenctiaon based on address ....................................................................11 
2.2.7 PKI authentication .......................................................................................12 
2.2.8 Identity based authentication .......................................................................12 
2.2.9 Biometric Identification ...............................................................................12 
2.2.10 Combination of multi-technology..............................................................13 
2.3 Digital signature................................................................................................14 
2.3.1 The defination of digital signature ...............................................................15 
2.3.2 The security properties of digital signature .................................................16 
2.4 Identity based digital signature.......................................................................16 
2.4.1 Overview......................................................................................................16 
2.4.2 The definition of Identity based digital signature ........................................16 
2.5 The advantage of Identity based digital signature ........................................18 
2.6 Novel Identity based digital signature ............................................................18 
2.6.1 The definition of novel digitial signature.....................................................18 
Chapter 3 Secutiry and authentication of Wireless network..............21 
3.1 802.11Wireless LAN .........................................................................................21 
3.2 802.11 Authentication of  802.11WLAN .......................................................22 
3.2.1 Open system authentication .........................................................................22 
3.2.2 Shared key authentication ............................................................................22 
3.2.3 Authentication based on SSID .....................................................................23 
3.2.4 Authentication based on MAC.....................................................................23 














3.3.1 Data struture of WEP ...................................................................................24 
3.3.2 Encryption and decryption of WEP .............................................................25 
3.3.3 The analysis of WEP....................................................................................27 
3.4 Bluetooth ...........................................................................................................30 
3.4.1 Overview......................................................................................................30 
3.4.2 The properties of Bluetooth .........................................................................31 
3.5 The protocol stack of Bluetooth ......................................................................31 
3.5.1 The core protocol of Bluethooth ..................................................................33 
3.5.2 Bluetooth application protocol.....................................................................35 
3.6 The Bluetooth security .....................................................................................38 
3.6.1 Security mode ..............................................................................................39 
3.6.2 Attacks..........................................................................................................39 
Chapter 4 The algorithms of authentication and digitial signature ..41 
4.1 Big integer .........................................................................................................41 
4.1.1 Big integer interface.....................................................................................41 
4.1.2 Generation of random large prime...............................................................41 
4.1.3 Novel parallel large Prime search algorithm................................................42 
4.1.4 Extended Euclid algorithm ..........................................................................44 
4.2 Algorithms of Identity based digital signature ..............................................45 
4.2.1 Key pair generation......................................................................................45 
4.2.2 Signature ......................................................................................................45 
4.2.3 Verify ...........................................................................................................46 
4.3 Implementation of secret key generation .......................................................46 
4.3.1 Quadratic residue .........................................................................................46 
4.3.2 The Blum integer .........................................................................................46 
4.3.3 Legendre-Jacobi symbol ..............................................................................48 
4.3.4 Implementation of key pair generation ........................................................50 
4.4 Optimization .....................................................................................................52 
4.5 Hash ...................................................................................................................53 
Chapter 5 M2M Authentication System...............................................57 
5.1 The target of system .........................................................................................57 
5.2 The platform of development ..........................................................................57 
5.3 Wireless network ..............................................................................................58 
5.3.1 802.11b WLAN............................................................................................58 
5.3.2 BlueTooth SDK............................................................................................59 
5.4 The frame work of system ...............................................................................60 
5.5 SA Server...........................................................................................................61 
5.5.1 The initialization and configuration of SA server........................................61 
5.5.2 Secret key manager ......................................................................................62 
5.6 The client application of smart mobile device ...............................................63 













5.6.2 Public key management ...............................................................................65 
5.6.3 Connection and authenction.........................................................................66 
5.6.4 Configuration ...............................................................................................67 
5.7 Time cost of authentication..............................................................................68 
5.7.1 The data length of digital signature .............................................................68 
5.7.2 Analysis of authentication time....................................................................68 
Chapter 6 Conclusion and prospect ......................................................70 
Reference..................................................................................................71 


























Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
